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letters to
the editor

D E A R  E D ITO R ,

Rik Farrow writes in the August
;login: that “the downside of
[offshoring] is that real com-
munication between software
developers and program man-
agers will get even worse.” This
presumes a model where devel-
opers only communicate with
managers, not directly with
users. My advice for how to be-
come offshoring-proof is to edu-
cate yourself in contextual de-
sign (or any of the other meth-
odologies that likewise pre-
sumes extensive contact be-
tween developers and users),
and to complement your com-
puting skills with a liberal-arts
education, which will develop
your communication skills and
your ability to understand non-
computing perspectives.
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Wireless Security:

A Discussion

Note from Rob Kolstad: This article
summarizes an email discussion
between Marcus Ranum and Bill
Cheswick after Marcus had an
“interesting experience” at the
USENIX Security Conference.
Thanks to both of them for allow-
ing us to share it publicly in order
to foster discussion.

M A R C U S  R A N U M :

I had an interesting experience at
the USENIX Security Conference,
and I’d like to share it here for dis-
cussion. Like many conference
attendees, I took advantage of the
wireless network so I could check
my email, update my Web site, etc.
At virtually every USENIX confer-
ence, someone sets up dsniff and
collects passwords as they cross the
wireless, and this latest conference
was no exception. For the past few
years I’ve basically chosen to ignore
the snoopers because, frankly, I
hoped they’d grow up and go away.
This year I finally got sick and tired
of it, and confronted one of the
snoopers who had emailed me my
own password.

What bothered me most about this
experience was that the folks who
do the snooping are security practi-
tioners. When I raised the issue,
the immediate response was sur-
prising. Basically, I got the exact
same set of excuses that crackers
have been using for years: “I wasn’t
abusing the information,” “it was
for my own research/curiosity,” etc.
I’m afraid I lost my temper quite
badly in the face of what seemed to
me to be a lack of clarity on the
part of the security community
regarding basic issues such as
whether or not we’re justified in
doing exactly the same things as
the “bad guys” as long as we’re the
“good guys.” I think the whole sit-
uation was further exacerbated by
the fact that the whole issue was
not in my opinion taken adequately


