






when connecting to the same server(s) from multiple client
machines. However, unlike PERSPECTIVES, it provides
no help in determining a key’s validity when a user either
accesses a service for the �rst time or when an offered key
does not match the key in the user’s portable cache.

Advocating a more signi�cant departure from the stan-
dard SSH authentication model, RFC 4255 [22] proposes
storing SSH host key �ngerprints in DNS. Unfortunately,
this proposal relies on the deployment of the secure DNS
PKI to authenticate the �ngerprint data itself, and secure
DNS has shown little traction to date. Additionally, the
proposal requires that a domain's DNS administrator ful-
�ll the responsibilities of a certi�cate authority: verifying
that a real-world entity who contacts him with a certi�cate
request legitimately owns a particular host. In contrast,
PERSPECTIVESrequires no heavyweight veri�cation and
instead automatically creates authentication data using
probes.

Con�DNS [19] suggests performing DNS look-ups
from diverse network vantage points. However, the pri-
mary focus of the Con�DNS work was dealing with the
fact that DNS replies (unlike public keys used in PERSPEC-
TIVES) frequently have legitimate inconsistencies due to
factors like DNS load-balancing. Additionally, because
the system was designed to avoid pollution in cooperative
DNS systems, the design only protects against a malicious
or failed local DNS server, not an �on path� adversary
(e.g., Lclient) launching a MitM attack.

Web tripwires [20] are javascript veri�cation functions
embedded by a webserver in HTTP responses to perform
client-side detection of in-�ight data modi�cation. While
lightweight, tripwires are not robust to adversaries, which
can remove the tripwire code from the HTTP response to
thwart detection.

Notary client policies bear some similarity to client
behavior in the �web-of-trust� model used by Pretty-Good-
Privacy (PGP) [4], a decentralized PKI for email. However,
because PGP uses human contact to bind entities to keys,
its primary challenge is estimating the strength of key trust
chains that include multiple links, each representing a pair
of real-world acquaintances. PERSPECTIVESpolicies do
not have trust chains (each notary probes a service directly),
but do have other complexities not seen in PGP, including
the temporal nature of key histories.

The concept of building a �lightweight PKI� based on
the normal operation of the network was also proposed
in the context of securing BGP routing. A �Grassroots
PKI� [12] binds a public key to a pre�x of IP address
space if that key is included in a stable and widely used
routing announcement for that pre�x.

10 Future Work

We believe that the network notary concept introduced
by PERSPECTIVES opens several promising avenues
for additional exploration in the area of host authentication.

Notary-Aware Services: As presented, PERSPECTIVES
only requires client modi�cations. However, if notaries
become common, servers might be modi�ed to also com-
municate with notaries. This would provide three primary
bene�ts:

1. Immediate Probing of New Keys: A server could
immediately alert notaries when it comes online or
changes its key, allowing notaries to quickly begin
building an observation history for the new key.

2. Reduced Need to Query Notaries:The server could
act as a caching proxy by querying notaries on behalf
of clients. This would eliminate privacy issues related
to clients querying notaries directly and would also
allow clients to receive cached observed key data even
if notaries were temporarily unavailable.

3. Attack Detection: With access to the notary infras-
tructure, a server could request observed key data for
its own service-id and alert its administrator if the
notary replies include any illegitimate keys. Such a
false key is a likely indication that either a network
element near the server is malicious or that a notary
is compromised, thereby aiding attack detection.

Unlike standard PKIs, these changes do not require
server owners to manually prove their identity to a
third-party CA, making them simple to adopt.

Applying PERSPECTIVES to Additional Protocols:
PERSPECTIVESopens the door for more widespread use
of SSH-style authentication with other protocols because,
unlike Tofu, use of key-trust policies can automatically
authenticate keys in a secure fashion, even on the �rst
connection to a service.

SMTP: Many SMTP servers already have self-signed
SSL certi�cates so that local clients who manually install
these certi�cates can authenticate their outgoing mail
server. However, because no PKI exists for one server
to verify another server’s certi�cate, emails are often
transmitted �in-the-clear,� leaving them vulnerable to
snooping by whomever controls the intermediate networks.
PERSPECTIVES could support mutual authentication
of inter-SMTP server communication, allowing, for
example, a server to refuse to transmit a message the
user has deemed �sensitive� to an unauthenticated server.15

Incremental DNSSEC:The deployment of secure DNS
(DNSSEC) is hampered by the fact that a sub-domain (e.g.,

15DomainKeys [6] could also bene�t from PERSPECTIVES, as keys
are currently acquired using unauthenticated DNS look-ups.
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example.com) cannot protect its hosts until its parent do-
main (e.g., .com) publishes its own public key and signs
the sub-domain’s public key. Unfortunately, to date, ma-
jor top-level domains have shown little enthusiasm for
deploying DNSSEC. With PERSPECTIVES, the authori-
tative nameserver for any sub-domain could publish an
un-signed key used to sign its zone, with resolving name
servers using notaries to validate key prior to caching.

11 Conclusion

As evidenced by its widespread use, SSH-style host au-
thentication offers a simple and attractive alternative to
a heavyweight PKI. Unfortunately, “Trust-on-first-use”
leaves users vulnerable to simple MitM attacks, limiting
the effectiveness of current Tofu applications and prevent-
ing other protocols from being able to take advantage of
lightweight SSH-style host authentication. To enhance
security without requiring a PKI, we designed PERSPEC-
TIVES to supplement Tofu-based applications with spatial
and temporal redundancy. Our implementation demon-
strates that the notary concept is practical, and after using
our PERSPECTIVES clients for nearly a year, we have
found them invaluable at several occasions: when logging
in to a new server while connecting through a public wire-
less network, or when connecting to a known server after
a server key change. As a result, we believe that PERSPEC-
TIVES is a practical approach to improving the security of
users communicating with SSH and self-signed HTTPS.
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