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Figure 10: Caching and reusing grants

4.4 Caching and Reusing Grants

As shown in Section 3.4.3, a large fraction of Xen CPU
cycles consumed during 1/0 operations are due to grant
operation functions. In this section we describe a grant
reuse mechanism that can eliminate most of this cost.

The number of grant operations performed in the
driver domain can be reduced if we relax the memory
isolation property slightly and allow the driver domain
to keep guest 1/0O buffers mapped in its address space
even after the 1/O is completed. If the guest recycles 1/0
memory and reuses previously used I/O pages for new
1/0 operations, the cost of mapping the guest pages us-
ing the grant mechanism is amortized over multiple 1/0
operations. Fortunately, most operating systems tend to
recycle 1/O buffers. For example, the Linux slab alloca-
tor used to allocate socket buffers keeps previously used
buffers in a cache which is then used to allocate new
1/0 buffers. In practice, keeping 1/0O buffer mappings
for longer times does not compromise the fault isolation
properties of driver domains, as the driver domain still
can only access the same set of 1/0 pages and no pages
containing any other guest data or code.

In order to reuse grants, Xen PV driver needs to be
modified as illustrated in Figure 10. Netback keeps a
cache of currently mapped grants for every guest. On ev-
ery RX buffer posted by the guest (when using a multi-
gueue device) and on every TX request, netback checks if
the granted page is already mapped in its address space,
mapping it only if necessary. When the 1/0O completes,
the mapping is not removed allowing it to be reused in fu-
ture 1/0O operations. It is important, though, to enable the
guest to explicitly request that a cached grant mapping
be invalidated. This may be necessary, for example if the
guest repurposes the page and uses it somewhere else in
the guest or if it returns the page back to the hypervisor.
In that case, it is desirable to revoke the grant and unmap

the granted page from the driver domain address space,
in order to preserve memory isolation between driver do-
main and guest®. A new I/O control channel between
netfront and netback is used for this purpose. Netfront
sends grant invalidation requests and netback sends con-
firmation responses after the granted page is unmapped.
In summary, this mechanism preserves the isolation be-
tween driver domain and guest memory (only /O buffer
pages are shared) and avoids the overhead of mapping
and unmapping pages on every 1/O operation.

Since the amount of memory consumed for each grant
cached in netback is relatively small when compared
with the page size, the maximum number of cached
grants should be limited only by kernel address space
available in the driver domain. The address space re-
served for the kernel is significantly larger than the size
of a typical active set of 1/0 buffers. For example, 1GB
of the Linux address space is reserved for the kernel; al-
though some of this space is used by other kernel func-
tions, a large fraction of this space can be used for dy-
namic mapping of guest I/O buffer pages. The size of the
active set of 1/0 buffers is highly dependent on the work-
load, but typically it should not exceed a few megabytes.
In practice, the driver domain should be able to map most
of the active I/O buffer pages in its address space for a
large number of guests. Thus we expect that the grant
reuse mechanism will provide close to a 100% hit rate
in the netback grant cache, except for unlikely scenarios
with more than hundreds of guests. Thus, the overhead of
grant mapping can be reduced to almost zero in practical
scenarios, when the guest buffer allocation mechanism
promotes buffer reuse.

We have not yet implemented the complete grant reuse
mechanism described above. Instead, for evaluation
purposes we implemented a simplified mechanism that
avoids the use of grants at all. We maodified the 1/O
channel to use physical page addresses directly instead of
grants to specify RX buffers. Netfront specifies the ma-
chine physical addresses of 1/0O buffers in the I/O chan-
nel requests, and the driver domain uses these addresses
directly when programming the DMA operations. Note
that this is not a safe mechanism since there is no val-
idation that the physical page used for 1/0 belongs to
the corresponding guest and no guarantee that the page
is pinned. Thus, this mechanism is used here just for
performance evaluation purposes. The mechanism com-
pletely avoids the use of grants and estimates the ben-
efit of the grant reuse mechanism when the hit rate on
cached grants is 100%. Although this is an optimistic
estimation it is expected to accurately predict actual per-
formance, since we expect to achieve close to a 100% hit
rate on cached grants by using appropriate buffer alloca-
tion mechanisms. However, validation of this estimation
is planned as future work.
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The fifth bar in Figure 8 shows the performance bene-
fit of caching and reusing grants in the driver domain. As
expected most of the benefit comes from reduced number
of cycles in xen0 used for grant operations. In summary,
grant reuse reduces the cost of PV driver by 1950 CPU
cycles per packet, which combined with all other opti-
mizations reduces the cost by 10300 CPU cycles. Al-
though the optimizations described so far provide signif-
icant cost reduction, Xen I/O virtualization still has twice
the cost of native I/O in Linux. However, it is possible to
reduce this cost even further by properly setting system
configuration parameters as described in the next section.

5 Tuning I/O Virtualization Configuration

5.1 Decoupling Driver Domain from Do-
main 0

Although the current architecture of the Xen PV driver
model is flexible and allows the use of dedicated driver
domains used exclusively for doing I/O, in practice most
Xen installations are configured with domain 0 acting
as the driver domain for all physical devices. The rea-
son is that there is still no mechanism available in Xen
that leverages the fault isolation properties of dedicated
driver domains. For example there is currently no avail-
able tool that automatically detects driver domain faults
and restarts them. Since hosting all drivers in domain 0
is simpler to configure this is typically the chosen con-
figuration.

However, hosting all device drivers in domain O pre-
vents tuning some configuration options that optimize
I/O performance. Since domain O is a general purpose
OS it needs to support all standard Linux utilities and
Xen administration tools, thus requiring a full fledged
kernel with support for all features of a general purpose
operating system. This limits the flexibility in configur-
ing the driver domain with optimized I/O configuration
options. For example, disabling the bridge netfilter op-
tion of the kernel significantly improves performance as
shown in Section 3.4.4. However, network tools such as
iptables available in standard Linux distributions do not
work properly if this kernel configuration option is dis-
abled. This has prevented standard Linux vendors such
as RedHat and Novell to enable this kernel option in their
standard distribution, thus preventing this I/O optimiza-
tion in practice. Separating the driver domain from do-
main O allows us to properly configure the driver domain
with configurations that are optimized for I/O.

5.2 Reducing Interrupt Rate

The architectural changes discussed in Section 4 address
two important sources of overhead in I/O virtualization:
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Figure 11: Interrupt throttling

extra data copies and the Xen grant mechanism. These
are the most important overheads that are directly propor-
tional to the amount of received traffic. Data copy over-
heads are proportional to the number of received bytes
while grant overheads are proportional to the number of
received packets.

Most of the remaining overheads are proportional to
the number of times the driver domain and the guest are
scheduled (this is different from the number of packets
since both domains can process multiple packets in a sin-
gle run). These additional overheads include processing
physical interrupts, virtual interrupts, event delivery, do-
main scheduling, hypercalls, etc. Even though some of
these overheads are also present in Linux, they have a
higher impact when I/O is virtualized due to the addi-
tional levels of software such as the hypervisor and the
driver domain. For example, a device interrupt for a re-
ceived packet causes CPU cycles to be consumed both in
the hypervisor interrupt handler and in the driver domain
handler. Additional CPU cycles are consumed when han-
dling the virtual interrupt in the guest after the packet is
delivered through the I/O channel. Increasing the number
of packets that are processed each time the guest or the
driver domain is scheduled should reduce the remaining
performance overheads.

On the receive path the driver domain is typically
scheduled to process I/O when an interrupt is generated
by the physical device. Most network devices available
today can delay the generation of interrupts until multi-
ple packets are received and thus reduce the interrupt rate
at high throughputs. The interrupt rate for received pack-
ets can be controlled by special device driver parameters
usually known as interrupt coalescing parameters. Inter-
rupt coalescing parameters specify not only the number
of packets per interrupt, but also a maximum delay af-
ter the last received packet. An interrupt is generated
when either the specified number of packets is received
or when the maximum specified delay is reached. This
mechanism allows us to limit the interrupt rate at high
I/O rates while preserving low latency at low /O rates.

Configuring device coalescing parameters enables us
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to change the number of packets processed in each run
of the driver domain and thus amortize the overheads
over a larger number of packets. All packets received
in a single interrupt by the device driver are queued in
netback queues before being processed. This causes net-
back to process packets in batches of the same size as the
device driver. Since netback only notifies netfront after
all packets in the batch are processed and added to the
I/0 channel, the device coalescing parameters also limit
the virtual interrupt rate in the guest domains, and thus
amortize the I/O overheads in the guest as well.

Figure 11 shows the effect of interrupt coalescing on
the CPU cost of I/O virtualization. The graph shows
CPU cost for four cases: 1) Optimized PV driver using
a traditional network device (guest copy), 2) Optimized
PV driver using a multi-queue device (multi-queue +
grant reuse), 3) Direct I/O, 4) native Linux. The figure
shows the CPU cost for different interrupt rates for each
of the four cases. The Linux default interrupt coalescing
parameters for our Broadcom NIC is 6 pkt/int (packets
per interrupt) with a maximum latency of 18 ps. While
we varied the batch size from 6 to 64 pkt/int we kept the
default maximum interrupt latency of 18 ps in all results
presented in Figure 11, preserving the packet latency at
low throughputs.

The graph shows that the CPU cost for the PV driver
is significantly reduced when the number of packets pro-
cessed per interrupt is increased, while the effect is less
pronounced for both Linux and Direct I/O. This result
confirms that most of the remaining I/O virtualization
overheads are proportional to the interrupt rate. In Linux,
the default value of 6 pkt/int performs almost as well as
a large batch of 64 pkt/int. This suggests that the de-
fault interrupt coalescing parameters for network device
drivers that work well for native Linux, are not the best
configuration for Xen PV driver.

Experimental results not shown here due to space lim-
itations show that interrupt coalescing achieves approxi-
mately the same CPU cost reduction for the original Xen
PV driver configuration as it does for our optimized PV
driver without hardware multi-queue support, i.e., ap-
proximately 4600 cycles per packet for batches of size
64. This indicates that interrupt coalescing and the other
optimizations presented in this paper are complementary.

In summary, the results show that software-only op-
timizations reduce I/O virtualization overheads for the
Xen driver domain model from 355% to 97% of the
Linux cost for high throughput streaming traffic. More-
over, the use of hardware support for I/O virtualization
enables us to achieve close to native performance: multi-
queue devices can reduce the overhead to only 25% of
the Linux cost while direct I/O has 11% overhead. The
main difference is due to the cost of executing netfront
and netback when using Xen PV driver. For real applica-

tions, the effective cost difference between direct I/O and
the driver domain model should much be lower, since
applications will use CPU cycles for additional work be-
sides I/0 processing. The low cost of the driver domain
model combined with multi-queue support suggest that
it is an attractive solution for I/O virtualization.

6 Conclusion

The driver domain model used in Xen has several desired
properties. It isolates the address space of device drivers
from guest and hypervisor code preventing buggy device
drivers from causing system crashes. Also, driver do-
mains can support guest VM transparent services such as
live migration and network traffic monitoring and control
(e.g. firewalls).

However, the driver domain model needs to overcome
the address space isolation in order to provide I/O ser-
vices to guest domains. Device drivers need special
mechanisms to gain access to I/O data in other guest do-
mains and to move the I/O data bytes to and from those
domains. In Xen this is accomplished through the grant
mechanism. In this paper we propose several architec-
tural changes that reduce the performance overhead as-
sociated with driver domains models. First we propose
two mechanisms that reduce the cost of moving the I/O
data bytes between guest and driver domains: 1) we in-
crease the cache locality of the data copy by moving the
copy operation to the receiving guest CPU and 2) we
avoid the data copy between domains by using hardware
support of modern NICs to place data directly into guest
memory. Second we mimimize the cost of granting the
driver domain access to guest domain pages by slightly
relaxing the memory isolation property to allow a set of
I/O buffers to be shared between domains across multi-
ple I/O operations. Although these architectural changes
were done in the context of Xen they are applicable to
the driver domain model in general.

Our work demonstrates that it is possible to achieve
near direct I/O and native performance while preserving
the advantages of a driver domain model for I/O virtu-
alization. We advocate that the advantages of the driver
domain model outweigh the small performance advan-
tage of direct I/O in most practical scenarios.

In addition, this paper identified several low-level opti-
mizations for the current Xen implementation which had
surprisingly large impact on overall performance.
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Notes

Ixen-unstable.hg changeset 15521:1£348¢70a5af, July 10, 2007

2linux-2.6.18-xen.hg changeset 103:a70de77dd8d3, July 10, 2007

3Using two cores in the same CPU would have improved perfor-
mance due to the shared L2 cache. We chose the worst case configura-
tion since we cannot enforce that all guests will share the same socket
with the driver domain.

4The message size includes IP and UDP headers but does not in-
clude 14 bytes of Ethernet header per packet.

SEven if the guest does not request that the grant be revoked Xen
will not allocate the page to another guest while the grant is active,
mantaining safe memory protection between guests.
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