ther case, CoDNS contacts successive peers only when
the previous peers fail to respond in an exponentially-
increasing timeout period. Peer selection in CoDNS is
performed from a set of nearby nodes using the Highest
Random Weight (HRW) hashing scheme [25][19], in or-
der to preserve cache locality.

In ConfiDNS, all locally-generated queries are imme-
diately forwarded to a specified number of peers, chosen
purely based on proximity using a heartbeat ping. The de-
cision to use proximity alone was motivated by the hope
that peers that are closer are more likely to be in the same
CDN region. Additional queries are sent only when the
agreement policy has not been met within a give timeout.
As with CoDNS, queries that are received from remote
nodes are not re-forwarded, both to prevent forwarding
loops, and to limit the damage that any compromised peer
can cause.

In keeping with the desire to prevent any pollution from
spreading within ConfiDNS, only locally-resolved lookup
results are stored for keeping history and satisfying query
requests. Both locally-generated and remote queries can
be satisfied from the cache, but only locally-generated re-
sults are entered into the cache to avoid pollution.

ConfiDNS uses a configuration file that specifies do-
main name suffixes and policies, so that policies can be
customized as needed. Possible policies include the first
response, agreement of N out of M peers, and histor-
ical agreement. Multiple policy lines can be provided
with different start times, so that one can opt for differ-
ent decisions if a previous policy is taking too long to
satisfy. Canonical names and IP addresses can also be
specified, allowing the whitelisting of any Akamai-served
name, or just Akamai-served names from a given set of
IP addresses. ConfiDNS is responsible for determining
when the specified lookup policy has been satisfied. If no
agreement is reached between the set of remote peers, the
ConfiDNS agent sends a failure response to the client, but
does not cache the result. We have thought of having the
failure response direct the client to a locally-configured
Web server that can explain why the lookup failed (us-
ing out-of-band information), but have not implemented
this approach. The benefit of this scheme is that the user
would then be able to see why a given policy could not
be satisfied, and could then choose a different action, in-
cluding possibly choosing a new policy or reporting any
anomaly to a system administrator.

6 Evaluation

In this section, we evaluate a number of ConfiDNS poli-
cies, first examining policies that relate only to agreement,
and then combining agreement and history. Our primary
focus in this evaluation will be coverage (applicability)
and latency — we choose policies that are designed to have
reasonable network overheads, so our initial analysis will
focus on how many domains and how many sites bene-

fit from the various types of security the different policies
provide. Given the observations in CoDNS about trading
latency for network overhead, we believe that all of these
policies can be tuned as required.

We evaluate four agreement policies for ConfiDNS, re-
quiring agreement among varying numbers of peers from
various maximum peer-set sizes. In one sample policy,
we require that the set of agreeing peers include the local
DNS resolver. In the rest, the local DNS is just one of
several peers that may participate in the agreement pro-
cess. Each peer consists of a single node at any particu-
lar PlanetLab site that possesses a locally managed (non-
shared) DNS resolver. In each case, we place a restric-
tion on the number of peers that can be queried in order
to reach agreement. Peers are ranked using their round-
trip times, and we choose the set of peer nodes with the
lowest RTTs. We use this ranking method to choose our
peer sites both for the obvious reason, to minimize query
response time, but also to reduce spurious results being re-
turned for multi-region address mappings. For example,
if we require five peer agreement on a response to a DNS
query without a locality restriction on peering, nearly ev-
ery domain name can meet the agreement requirement so
long as we choose a reasonably well localized set of peers.
These peers are not necessarily within our own region, in-
deed they may be anywhere in the globe. Directing all
traffic to that potentially far flung region is unlikely to be a
desirable property, both from the point of view of the end-
user, who may see a degradation in service performance at
a particular host, and also from the point of view of a ser-
vice operator, who will find DNS-based load-balancing to
be less effective with potentially many users circumvent-
ing the redirection.

All policies are evaluated at every site, and per-site av-
erage latencies are reported in Figures 9— 14. The baseline
policy, using only the local DNS resolver, suffers from
the problem of retries that we described in Section 4.2.
Likewise, the policy of requiring that at least one other
site (out of the five closest peers) agree with the local re-
solver shows similar performance because the local DNS
response time is the bottleneck. A simplified form of the
CoDNS policy is shown in Figure 11, and takes the first
response of the local resolver and the three nearest peers.
The dispatch of queries to the peer sites are staggered us-
ing the same delay values that CoDNS uses in deploy-
ment. This policy (as does CoDNS) shows a significant
response time improvement over the local DNS resolver,
precisely because we do not have to wait for the local re-
solver’s response when it is slow.

The more aggressive agreement policies for ConfiDNS
require 3 of the 10 closest sites agreeing (Figure 12), 5
sites out of 20 agreeing (Figure 13), or 7 sites out of 30
agreeing (Figure 14). Though we are primarily concerned
with the level of agreement possible, we stagger the dis-
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Figure 12: 3 sites from 10 peers

patch of queries in these policies at the rate of 1000ms
every 10 lookups for fairness. A practical, low-overhead
policy of taking either the local DNS resolver and one
peer, or 3 other peers, is not shown because its latency
characteristics are identical to Figure 12.

To evaluate our sample implementation of ConfiDNS
we once again sampled traffic from CoDNS, and replayed
a previous day of CoDNS lookups using the same request
timing as in the original trace, but with the previous days
names reduced to a single unique lookup per name. This
resulted in approximately 20,000 unique names resolved
at a frequency determined by the original pattern of traffic.
Figure 15 shows the per-site average response time, com-
pared to the same trace resolved at the same sites using
CoDNS. We can see that the actual performance is similar
to that predicted from our trace-based analysis.

The most important latency observation for these more
secure policies is that they perform much better than local
DNS resolvers, and are in fact generally better than Co-
DNS. The 3-agreement policy performs surprisingly well
compared to CoDNS, with an average latency almost half
of CoDNS’s. This is partly due to the fact that CoDNS
initially waits 200ms before dispatching peer queries (on
nodes with healthy local resolvers) while ConfiDNS dis-
patches these queries immediately. The 5-agreement pol-
icy performs roughly 25% worse than 3-agreement across
all sites, but is still better than CoDNS. The 7-agreement
policy performs another 60% worse in general, but is oth-
erwise comparable in latency to CoDNS. These results
show that the ConfiDNS policies can produce good laten-

Sites Sorted by Local DNS Lookup Time

Figure 13: 5 sites from 20 peers

Sites Sorted by Local DNS Lookup Time

Figure 14: 7 sites from 30 peers
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Figure 15: ConfiDNS implementation 3 sites from 10
peers vs. CoDNS

cies, even for relatively high levels of agreement. If the
accompanying network overheads are unacceptable, then
the queries to the peers can be staggered even more so that
network overhead is reduced at the cost of some latency.
Since ConfiDNS query latency is clearly improved over
non-cooperative schemes, the other concern is what frac-
tion of domain names can be satisfied using each of the
policies, where satisfiability refers to the ability of a par-
ticular client to resolve a name with the given policy set-
ting. Since the agreement policies are tied to how multi-
region domains behave, the satisfiability concerns are re-
lated to the location of the site, the distance to nearby
peers, and the granularity of CDN redirection processes
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Figure 17: Percentage of names that cannot be satisfied at
each site by our ConfiDNS implementation given a 3 peer
agreement policy.

in the local area. Rather than reducing these numbers to
averages, we present the percentage of domain names that
each policy fails to satisfy at each site. This data is shown
in Figure 16 for the trace-based analysis, and in Figure 17
for the live implementation on a 3-agreement policy using
10 peers. Again, the live implementation agrees closely
with our trace-based analysis.

In general, we see that only about 1% of the domains
fail to be satisfied under the various agreement policies,
and at one-third of the sites, the rate is even lower, in the
range of 0.3%. These results are in-line with what we
had observed about the number of regions used by names
that had more than one region. Despite multi-regioned
names accounting for 5% of the trace, the fact that most
of these names have fewer than 10 regions makes them
amenable to our agreement policies. The names that are
not amenable are the cause of the unsatisfiability rates ob-
served. The plateaus in these graphs are worth mentioning
— the lower plateau occurs because of CDN nodes out-

# Days IP is Stable
none | 2-3[7[15]30
local DNS only 1 2 |33 | 4
3 peers 2 3 31 4 4
local DNS + 1 3 3 14145
5 peers 3 4 |41 515
7 peers 4 4 |151]5 6

Table 3: For ease of analysis, we linearize and collapse
the range of protection policies in to single value labels, as
shown above. Higher numbers indicate better protection
than lower numbers.

side of the Unites States and Europe. In these areas, the
smaller ISPs may not have enough bandwidth for CDN
companies to place nodes inside their networks. As a re-
sult, it appears that the CDN nodes are in regional net-
works, and are used by many ISPs, leading to higher
agreement rates than within the US and Europe. The other
interesting result worth discussing is why the weaker pol-
icy of “local DNS + 1 peer” performs poorly — it dis-
patches queries to only 5 peers, whereas the 3-agreement
tries 10 peers, thus creating greater potential for success-
ful agreement. Additionally, forcing the peers to agree
with the local DNS is more restrictive.

6.1 Putting It All Together

We can now combine the policy agreement data and the
rate-of-change monitoring data to determine the spectrum
of protection policies that are possible, and how many
hostnames can be satisfied with each. Rather than try to
combine the aggregated data we have gathered, we per-
form the analysis for each hostname on each domain. We
have two dimensions, agreement and history, so to sim-
plify the analysis, we linearize the range of possibilities,
as shown in Table 3. The process is assigning values to
policies is subjective, but our main goal was to give an
idea of the strength of combinations, with higher numbers
indicating better protection. To get a sense of how often
the policies are satisfied, the per-site breakdown for each
label is shown in Figure 18.

The average breakdown of labels across sites is shown
in Table 4. We can see that the percentage of hostnames
that can only be satisfied by label 1, the weakest secu-
rity policy, averages 0.18%. As label 1 is equivalent to
local resolver lookup with no query history, this result in-
dicates that ConfiDNS improves the security of 99.82% of
queries. Even if we pick a stronger security requirement,
such as label 4, which indicates seven peers agreeing, or
30 days of stability, or some intermediate combinations,
ConfiDNS is able to satisfy 99.64% (the sum of labels 4 -
6) of the queries. Even the strongest policy, with 7 peers
agreeing and the hostname resolution being stable for 30
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days, still works for over 92% of queries. As previously
shown, this extra security does not come at a high cost —
latency is better than local DNS alone, and is comparable
to CoDNS (which has much weaker security than local
DNS only).

7 Related Work

The idea of using some form of replication to achieve
fault-tolerance is older than the authors of this pa-
per. In the OS community, this approach has re-
cently seen a revival of interest, especially since protect-
ing geographically-distributed systems against Byzantine
failures has become a focus of concern. Examples of such
include performance-conscious Byzantine fault tolerance
for NFS [8], including Byzantine agreement for quorum
systems [17], and scaling cooperative services when fac-
ing Byzantine and selfish users [2]. These techniques have
also been proposed to secure DNS [1, 27], when used in
conjunction with DNSSEC.

These approaches provide strong protection, at the cost
of relatively high requirements, such as having heteroge-
neous systems and components. In practice, for widely-
deployed services such as DNS, the number of differ-
ent configurations (including different components) is low
enough that Byzantine requirements may be difficult to
meet with the current infrastructure [13].

The research community has recently renewed its fo-
cus on improving server-side infrastructure. Cox et al. in-
vestigate the possibility of transforming DNS into a peer-
to-peer system [9] using a distributed hash table [24].
This replaces the hierarchical DNS name resolving pro-
cess with a flat peer-to-peer query style in pursuit of load
balancing and robustness. With this design, misconfig-
urations from administrator mistakes can be eliminated
and the traffic bottleneck on the root servers is removed
so that load is distributed over the entities joining the sys-
tem. In CoDoNS, Ramasubramanian et al. improve the

Policy label || Mean % | Std Dev
1 0.18 0.17
2 0.07 0.12
3 0.12 0.13
4 2.59 0.54
5 4.49 2.08
6 92.56 2.16

Table 4: Mean percentage of hostnames satisfied by a par-
ticular policy label with corresponding Std Dev. Most
lookups can be satisfied by one of the stronger policies
(4,5,6) instead of the weaker ones (1,2,3).

latency performance of this approach by using proactive
replication of DNS records [22]. They exploit the Zipf-
like distribution of domain names in web browsing [7]
to reduce the replicating overhead while providing O(1)
proximity [21]. Our previous work on this subject in-
cludes a workshop paper [15] where we sketch the ideas
presented here. We expand this work with an in-depth
analysis of our global DNS trace including a discussion
of name-popularity its caching implications, as well as an
investigation of query response-times. Finally, we outline
an implementation that is a base for our future work.

8 Conclusion

Cooperative DNS resolvers have proven their utility in
improving reliability and performance when compared to
local DNS resolvers, but at the cost of weakened secu-
rity. In this work, we show that by using peer agree-
ment and storing some past history, our new coopera-
tive resolver ConfiDNS, can provide better security than
both traditional DNS resolvers and previous cooperative
approaches, for the majority of domain names. Using
a month-long world-wide survey of DNS behavior on a
realistic global DNS trace, we are able to determine the
applicability of various agreement policies and quantify
their effect on latency. This paper also provides some raw
data about global DNS behavior that should be useful to
the broader research community. In addition to providing
some insight into DNS behavior at scale, we also demon-
strate that new uses of DNS by the increasingly popular
vanity sites is qualitatively changing the patterns of DNS
namespace usage. This study also provides us with infor-
mation on the real usage of DNS mappings at a variety of
domains ranging from small, singly-hosted sites to sophis-
ticated, replicated data centers with DNS redirection, and
finally to commercial third-party content distribution net-
works. In all cases, we find that it is possible to leverage
scale, history, or both, and provide a much more secure
result than local DNS alone.

These benefits are obtained without changing any
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server-side DNS infrastructure, and with a tolerable and
tunable network overhead. As a result of our design,
ConfiDNS is incrementally deployable, requiring only a
minimal agent running on either client machines or on
client-side resolvers. Performance and network overhead
can be improved by adding a small amount of caching to
ConfiDNS, and we quantify the cost impact of a reason-
able caching scheme. Finally, our approach is compatible
with server-side approaches to improving DNS security
such as DNSSEC, and together can provide reliability and
performance benefits in addition to improved security.
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