























2. Selective TCP ACKs: Since TCP options other than
the timestamp option are not handled by aggrega-
tion, TCP packets with selective ACKs are passed
unmodified.

3. Duplicate ACKS: A duplicate ACK packet does not
contain data in its payload. Since pure ACKs are
never aggregated, these are handled correctly by the
TCP layer.

We now explain why using timestamps from only the
last TCP fragment in the aggregated packet does not re-
sult in lack of precision. At gigabit transmit rate, a single
TCP sender machine can transmit packets at the rate of
roughly 81,000 packets per second. The precision of the
timestamp value itself, however, is typically 10 ms (if the
system uses a 100 Hz clock), or 1 ms at best (with a 1000
HZ clock). Thus, roughly every 80 consecutive packets
transmitted by a sender are expected to have the same
timestamp to begin with. Since Receive Aggregation co-
alesces together packets which arrive very close to each
other in time, we expect these packets to already have the
same timestamp value.

4 Acknowledgment Offload

Our second optimization for reducing the per-packet
overhead of receive processing is Acknowledgment Of-
fload. Acknowledgment Offload reduces the number of
TCP ACK packets that need to be processed on the trans-
mit path of receive processing, and thus reduces the over-
all per-packet overhead.

TCP acknowledgment packets constitute a significant
part of the overhead of TCP receive processing. This
is because, in the TCP protocol, one TCP ACK packet
must be generated for every two full TCP packets re-
ceived from the network. Thus, TCP ACK packets con-
stitute at least a third of the total number of packets pro-
cessed by the network stack. Since the overhead of the
network stack is predominantly per-packet, reducing the
TCP ACK transmission overhead is essential for achiev-
ing good receive performance.

4.1 Basic Idea

Acknowledgment Offload allows the TCP layer to com-
bine together the transmission of consecutive TCP ACK
packets of the same TCP connection into a single ‘tem-
plate’ ACK packet.

To transmit the successive TCP ACK packets, the TCP
layer creates a ‘template’ TCP ACK packet representing
the individual ACK packets. The template ACK packet
is sent down the network stack like a regular TCP packet.
On reaching the NIC driver (or a proxy for the driver), the

individual TCP ACK packets are re-generated from the
template ACK packet, and are sent out on the network.

4.2 Template ACK packet

The template ACK packet for a sequence of consecutive
ACKSs is represented by the first ACK packet in the se-
quence, along with the ACK sequence numbers for the
subsequent ACK packets, which is stored in the template
packet’s metadata structure (sk_buf f in Linux).

The TCP and IP headers of the successive ACK pack-
ets of a TCP connection share most of the fields of the
header. In particular, only the ACK sequence number
and the IP checksum field differ between the successive
packets. (This is assuming they are generated sufficiently
close in time, so that the TCP timestamps are identi-
cal). Thus, the information present in the template ACK
packet is sufficient to generate the individual ACK pack-
ets in the sequence.

The NIC driver is modified to handle the template
ACK packet differently. The template packet is not trans-
mitted on the network directly. Instead, the driver makes
the required number of copies for the network ACK
packets. It then rewrites the ACK sequence number for
the network packets, recomputes the TCP checksum, and
transmits the sequence of TCP ACK packets on the NIC.

4.3 When it is used

Acknowledgment Offload is preferably used in conjunc-
tion with the Receive Aggregation optimization. This is
because, in a conventional TCP stack, TCP ACK packets
are generated and transmitted synchronously in response
to received TCP packets (except for delayed TCP ACKs).
Since the received TCP packets are also processed by the
TCP stack synchronously, the TCP layer does not gener-
ate opportunities to batch together the generation of suc-
cessive ACK packets.

However, with Receive Aggregation, an aggregated
TCP packet effectively delivers multiple network TCP
packets to the TCP layer simultaneously. This provides
the TCP layer an opportunity to generate a sequence of
consecutive TCP ACK packets simultaneously, and at
this point, it can make use of Acknowledgment Offload
to transmit the ACK packets.

5 Evaluation

We have implemented Receive Aggregation and Ac-
knowledgment Offload in a stock 2.6.16.34 Linux ker-
nel, and in the Xen VMM version 3.0.4 running Linux
2.6.16.38 guest operating systems.

We first evaluate the performance benefits of the re-
ceive optimizations for three systems: a uniprocessor
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Linux system, an SMP Linux system, and a Linux guest
operating system running on the Xen VMM. Next, we
experimentally determine a good cut-off value for the
Aggregation Limit. In the third set of experiments, we
demonstrate the scalability of our system as we increase
the number of concurrent receive processing connec-
tions. Finally, we demonstrate that our optimizations
do not affect the performance of latency-sensitive work-
loads.

5.1 Performance Benefits

We use a receive microbenchmark to evaluate the TCP
receive performance of the system under test. This mi-
crobenchmark is similar to the netperf [1] TCP stream-
ing benchmark and measures the maximum TCP receive
throughput which can be achieved over a single TCP con-
nection.

The server machine used for our experiments is a 3.0
GHz Intel Xeon machine, with 800 MHz FSB and 512
MB of DDR2-400 memory. The machine is equipped
with five Intel Pro1000 Gigabit Ethernet cards, fitted in
133 MHz, 64 bit PCI-X slots. We run one instance of the
microbenchmark for each network card. The ‘receiver’
end of each microbenchmark instance is run on the server
machine and the ‘sender’ end is run on another client ma-
chine, which is connected to the server machine through
one of the Gigabit NICs. The sender continuously sends
data to the receiver at the maximum possible rate, for
the duration of the experiment (60s). The final through-
put metric reported is the sum of the receive throughput
achieved by all receiver instances.

Overall Results

Figure 7 shows the overall performance benefit of us-
ing Receive Aggregation and Acknowledgment Offload
in the three systems. The figure compares the receive
performance of the three systems (throughput, in Mb/s)
with and without the use of the receive optimizations.
The ‘Linux UP’ histograms show the performance for the
uniprocessor Linux system, ‘Linux SMP’, for the SMP
Linux system, and ‘Xen’, for the Linux guest operating
system running on the Xen VMM.

The performance results for the three systems are as
follows.

For the uniprocessor Linux system, the unmodified
(Original) Linux TCP stack reaches full CPU saturation
at a throughput of 3452 Mb/s. With the use of the receive
optimizations, the system (Optimized) is able to saturate
all the five Gigabit network links, to reach a throughput
of 4660 Mb/s. The CPU is still not fully saturated at this
point and is at 93% utilization. The system is thus con-
strained by the number of NICs, and with more NICs,
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Figure 7: Overall Performance Improvement

it can theoretically reach a (CPU-scaled) throughput of
5050 Mb/s. The performance gain of the system is thus
35% in absolute units and 45% in CPU-scaled units.

For the SMP Linux system, the performance of the
Original system is 2988 Mby/s, whereas the optimized
system is able to saturate all five NICs to reach a through-
put of 4660 Mb/s. As in the uniprocessor case, the op-
timized SMP system is still not CPU saturated and is at
93% CPU utilization. Thus, the performance gain in the
SMP system is 55% in absolute terms and 67% in CPU-
scaled units.

For the Linux guest operating system running on Xen,
the unoptimized (Original) system reaches full CPU sat-
uration with a throughput of only 1088 Mb/s. With
the receive optimizations, the throughput is improved to
1877 Mb/s, which is 86% higher than the baseline per-
formance.

The contribution of Acknowledgment Offload to the
above performance improvements is non-trivial. Using
just Receive Aggregation without Acknowledgment Of-
fload, the performance improvement to the three config-
urations is, respectively, 26%, 36% and 45%, with CPU
utilization reaching 100% in all three cases.

Analysis of the Results

We can better understand the performance benefits of the
receive optimizations by comparing the overhead profiles
of the network stack in the three configurations, with and
without the use of the optimizations.

Figure 8 compares the performance overhead of the
network stack for the uniprocessor Linux configuration,
and shows the breakdown of the CPU cycles incurred per
packet on the receive path. In addition to the different
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per-packet and per-byte categories discussed in section
2, there is a new category aggr, which measures the
overhead of doing Receive Aggregation. The overhead
of Acknowledgment Offload itself is included as part of
the device driver overhead.
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Figure 8: Receive processing overheads (UP)

Receive Aggregation and Acknowledgment Offload
effectively reduce the number of packets processed in the
network stack by a factor of up to 20, which is the Ag-
gregation Limit on our system. This greatly reduces the
overhead of all the per-packet components in the network
stack. The total overhead of all per-packet components
(rx, tx, buffer and non-proto) is reduced by fac-
tor of 4.3.

The main increase in overhead for the optimized net-
work stack is the Receive Aggregation function itself
(aggr). We note that the bulk of the overhead incurred
for Receive Aggregation (789 cycles/packet) is due to the
compulsory cache miss which is incurred in the early
demultiplexing of the packet header. Since the device
driver itself does not perform any MAC header process-
ing in the optimized network stack, its overhead is re-
duced by 681 cycles/packet, since it avoids the compul-
sory cache miss.

Figure 9 shows the receive processing overhead for the
optimized and unoptimized network stack in the SMP
Linux configuration.

The overall trends in this figure are similar to those
for the uniprocessor configuration. As in the unipro-
cessor case, the overhead of the per-packet routines,
rx, tX, buffer and non-proto is greatly reduced.
With the receive optimizations, the total overhead of
all the per-packet components (rx, tx, buffer and
non-proto) in the network stack is reduced by a factor
of 5.5.
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Figure 9: Receive processing overheads (SMP)

In the original SMP configuration, there is an increase
in the overhead of the per-packet TCP routines relative
to the uniprocessor case, because of the locking and syn-
chronization overhead in the TCP stack. In the optimized
network stack, both Receive Aggregation and Acknowl-
edgment Offload are implemented in a CPU-local man-
ner, and thus do not incur any additional synchronization
overheads.

Finally, figure 10 shows the breakdown of the receive
processing overhead with receive optimizations in the
Linux guest operating system.
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Figure 10: Receive processing overheads (Xen)

In the guest Linux configuration, the total overhead
of the per-packet routines (non-proto, netback,
netfront, tcp rx, tcp tx and buffer) in the
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network virtualization stack is reduced by a factor of 3.7
with the use of the receive optimizations. The greatest
visible reduction is in the overhead of the non-proto
routines, which includes the bridging and netfilter rou-
tines in the driver domain and the guest domain. The
overheads of the netfront and netback paravir-
tual drivers are reduced to a lesser extent, primarily
because they incur a per-TCP fragment overhead in-
stead of a purely per-packet overhead. Other per-packet
components, such as the TCP receive and transmit rou-
tines (TCP rx and TCP rx) and buffer management
(buf fer) show similar reduction in overhead as in the
native Linux configurations.

The overhead of Receive Aggregation (aggr) itself is
small compared to the other overheads.

5.2 Choosing the Aggregation Limit

The performance benefit of Receive Aggregation is pro-
portional to the number of TCP packets which are com-
bined to create the aggregated host TCP packet. A
greater degree of aggregation results in a greater reduc-
tion in the per-packet overhead. However, beyond a
limit, packet aggregation does not yield further benefits.
We determine a good cut-off value for this Aggregation
Limit experimentally.

Figure 11 shows the total CPU execution overhead (in
CPU cycles per packet) incurred for receive processing
in a uniprocessor Linux system, as a function of Aggre-
gation Limit.
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Figure 11: CPU overhead vs. Aggregation Limit

Increasing the Aggregation Limit initially yields a
sharp reduction in the CPU processing overhead of pack-
ets. The figure shows that most of the benefits of Receive
Aggregation can be achieved with a relatively small Ag-

gregation Limit. We choose a value of 20 for the Aggre-
gation Limit as it can be seen that additional aggregation
does not yield any substantial improvement.

The Aggregation Limit measured above can also be
derived analytically, since it only depends on the percent-
age overhead of the per-packet operations whose over-
head can be scaled down by aggregation. For instance, if
%% of the overhead is constant, and y% is the per-packet
overhead that can be reduced by aggregation (with x +
y = 100), then using an aggregation factor of k should
reduce the system CPU utilization from x + ytox +
y/k. Figure 11 appears to match the plot of x + y/k
as a function of k fairly well. This gives us confidence
that the Aggregation Limit chosen is quite robust and not
arbitrary, and it will hold across a number of different
systems.

5.3 Scalability

The previous sections demonstrate the performance ben-
efits of our optimizations when the workload consists of
a small number of high-volume TCP connections. We
now evaluate how the optimizations scale as we increase
the number of concurrent TCP connections receiving
data.

The benchmark we use is a multi-threaded version of
the receive microbenchmark. We create a number of re-
ceiver threads, each of the threads running the receiver
microbenchmark and connected to a different sender pro-
cess. We measure the cumulative receive throughput as a
function of the number of receive connections.

Figure 12 shows how the system scales as a function
of the number of connections, both in the original and
the optimized system. The figure compares a baseline
2.6.16.34 Linux SMP system (Original), with the opti-
mized Linux system (Optimized).

The figure shows that our optimizations scale very
well even as we increase the number of concurrent con-
nections to 400, with the optimized system performing
40% better than the baseline system, at 400 connections.
This demonstrates that Receive Aggregation is effective
in reducing the number of packets even in the presence
of concurrency.

5.4 Impact on Latency Sensitive Work-
loads

We use the netperf [1] TCP Request/Response bench-
mark to evaluate the impact of the receive optimizations
on the latency of packet processing.

This benchmark measures the interactive request-
response performance of a client and server program
connected by a TCP connection. The client sends the
server a one-byte ‘request’, and waits for a one-byte
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Figure 12: Scalability
| Requests/sec (Original)  (Optimized)
Linux UP 7874 7894
Linux SMP 7970 7985
Xen 6965 6953

Table 1: Impact of Receive Optimizations on Latency

‘response’ from the server. On receiving the response,
the client immediately sends another request. The
benchmark measures the maximum request-response
rate achieved between the client and the server.

Table 1 compares the performance of the three sys-
tems on the TCP Request/Response benchmark. The ta-
ble shows that our receive optimizations have no notice-
able impact on the latency of packet processing in the
network stack.

This is because of the work-conserving nature of Re-
ceive Aggregation. Since there is only one network
packet to process at a time, no packet aggregation is
done, and the packet is passed on to the network stack
immediately to prevent it from being idle.

5.5 Discussion

The performance results presented in this section were
acheived in a LAN environment, where the low network
latencies and small inter-packet delays allow Receive
Aggregation to effectively coalesce multiple consecutive
TCP packets. The important condition for Receive Ag-
gregation to work effectively is to have a sufficient num-
ber of consecutive TCP packets received within short in-
terval of each other.

One example of a real-world situation where Receive
Aggregation is applicable is a Storage Area Network

(SAN) using iSCSI, where storage servers have high
bandwidth processing requirements for transferring (in-
cluding receiving) large files. In general, data intensive
workloads running in a LAN environment would gain the
most from these optimizations.

Under other network conditions, the performance ben-
efits of our optimizations may vary, depending on the de-
gree of aggregation possible. However, the overall per-
formance will never get worse than the original system.
We verified this by setting the Aggregation Limit to one
in our LAN experiments, which measures the overhead
of our system in the absence of any aggregation. We ob-
served no degradation in the performance relative to the
baseline.

6 Related Work

Initial analysis of TCP performance [3] identified the
per-byte data touching operations to be the major source
of overhead for TCP. This led to the development of a
number of techniques for avoiding data copy, both in
software [15] [10], and hardware [13, 11]. Techniques
such as zero-copy transmit and hardware checksum of-
fload have now become common in modern network
cards [12, 4, 6].

Later work [9] identified the per-packet overhead as
the dominant source of overhead for real-world work-
loads, which are dominated by small message sizes. This
led to the development of offloading techniques for re-
ducing per-packet overheads, such as TCP segmentation
offload.

Recently, some high end network cards have started
providing more complex offload support for TCP receive
processing, such as Large Receive Offload (LRO) in Ne-
terion NICs [8]. The idea of LRO is similar to that of
Receive Aggregation, except that it is performed in the
NIC, and thus it can reduce the per-packet overhead in-
curred in the network driver. However, a pure-software
approach such as Receive Aggregation is much more
generic, and can yield much of the benefit of packet ag-
gregation in a hardware independent manner. Addition-
ally, the Neterion NIC does not support Acknowledg-
ment Offload, and thus does not offer support for reduc-
ing the overhead on the ACK transmit path.

Jumbo frames, which allow the ethernet MTU size to
be set to 9000 bytes, can also effectively help reduce the
per-packet overheads for bulk data transfers. However,
they require the whole LAN network to be upgraded
to use the same MTU size. Receive Aggregation and
Acknowledgment Offload are effective at improving the
network stack performance irrespective of the network
MTU size or networking hardware used.

Receive Aggregation requires TCP packets to be de-
multiplexed early on in the network stack. Similar early
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demultiplexing mechanisms have been explored in the
context of resource accounting in Lazy Receive Process-
ing (LRP) [5]. LRP, however, does not yield any perfor-
mance improvements.

The idea of Receive Aggregation is also similar to the
idea of interrupt throttling supported by many network
cards. Since interrupt processing is expensive, interrupt
throttling prevents Operating Systems from spending too
much time in processing interrupts [14]. Similarly, Re-
ceive Aggregation reduces the CPU overhead of TCP re-
ceive processing by reducing the number of host TCP
packets that the network stack has to process.

7 Conclusions

In this paper, we showed that architectural trends in
the evolution of microprocessors have shifted the dom-
inant source of overhead in TCP receive processing from
per-byte operations, such as data copy and checksum-
ming, to the per-packet operations. Motivated by this
architectural trend, we presented two optimizations to
receive side TCP processing, Receive Aggregation and
Acknowledgment Offload, which reduce its per-packet
overhead. These optimizations result in significant im-
provements in the performance of TCP receive process-
ing in native Linux (by 45-67%), and in virtual Linux
guest operating systems running on the Xen VMM (by
86%).
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