


is much simpler: it contains a root directly connected to every
other node and the maximum depth is 2. Since our proxy is im-
plemented in C#, a language that uses garbage collection, there
are few spikes in the graph due to garbage collection cycles.
Also, the initial insertions take longer since the data structures
are being established. Moreover, once the worm is detected at
d = 20 for tag 1,543, there is another peak when all the nodes
of the tree are traversed and marked.

5.3 Effectiveness of Detection
One observation that does not bode well for our detection ap-
proach with a random topology is that it takes a long time to
reach a non-trivial depth. This is because the forest constructed
with our approximation algorithm usually consists of set of
shallow trees. It is highly unlikely to have a long narrow trace
that would be detected as a worm before all the previous layers
of the tree are filled up. However, we feel that the topology of
worm propagation is hardly random. While researchers have
tried to model worm propagation in the past, we are not aware
of any work that models the propagation of JavaScript worms.
We believe that JavaScript worms are similar to email worms
in the way they spread. Propagation of JavaScript worms also
tends to parallel social connections, which follow a set of well-
studied patterns. Connectivity distribution is typically highly
non-uniform, with a small set of popular users with a long tail
of infrequent or defunct users. Similar observations have been
made with respect to World Wide Web [1] and social network
connectivity [2].

To properly assess the effectiveness of our approximation
approach, we use Scenario 3, which we believe to be more rep-
resentative of real-life topology. The simulation works as fol-
lows: initially, user 1’s page is tainted with a piece of malicious
JavaScript. At each step of the simulation, a user wakes up and
chooses a page to view. The ID of the user to wake up and
to view is chosen using the power law distribution. Viewing
this page will create an edge in the propagation graph from the
tag corresponding to the page selected for viewing to the newly
created tag of the user that was awoken.

In propagation graphs generated using Scenario 3, once
worm propagation reaches a well-connected node, it will tend
to create much longer propagation chains involving that node
and its friends. Figure 8 shows the diameter of GA on the y-
axis as more nodes are added up to 100,000 nodes for Scenar-
ios 1 and 3, as shown on the x-axis. Observe that the diameter
grows more rapidly in the case of selecting users from a biased
distribution, as fewer nodes will be actively involved in prop-
agation and shallow trees are less likely. This result indicates
that in a real-life large-scale setting, which is likely to be simi-
lar to Scenario 3, our worm detection scheme is effective.

5.4 Precision of the Detection Algorithm
Note that as discussed in Section 3.3, the approximate algo-
rithm detects the worm before the precise one in most cases. In
fact, we have not encountered instances of when the approxi-
mate algorithm produces false negatives. However, a legitimate
question is how much earlier is the worm detected with the ap-
proximate algorithm. If the approximate strategy is too eager
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Figure 9: Approximate vs precise D(GA) values

to flag a worm, it will result in too many false positives to be
practical. Whether that happens depends on the structure of the
graph and the amount of sharing it has.

In order to gauge the detection speed obtained with the ap-
proximate scheme as opposed to the precise one we used sim-
ulations of Scenario 3 to generate a variety of random prop-
agation graphs. We measured the diameter of the resulting
propagation graph, as obtained from the precise and approxi-
mate methods. Figure 9 shows how D(G) and D(GA) values,
shown on the y-axis differ as more nodes are inserted, as shown
on the x-axis for one such simulation. The differences between
the two strategies are small, which means that we are not likely
to suffer from false alarms caused by premature detection in
practice, assuming a sufficiently high detection threshold. Fur-
thermore, the approximation algorithm is always conservative
in this simulation, over-approximating the diameter value.

5.5 Case Study: Siteframe Worm
For our experiments we have developed a proof-of-concept
worm that propagates across a locally installed Siteframe site
(The entire code of the Siteframe worm is presented in our tech-
nical report [21].). Conceptually our worm is very similar to
how the Adultspace worm [32] works: the JavaScript payload
is stored on an external server. At each propagation step, a new
blog page is created, with a link to the worm payload embed-
ded in it. This allows the worm to load the payload from the
server repeatedly on every access. Whenever somebody visits
the page, the worm executes and proceeds to create a new entry
on the viewer’s own blog that contains a link to the payload.
To make our experiment a little easier to control, infection is
triggered by the user clicking on an HTML <DIV> element. In
real-life infection would probably occur on every page load.
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Figure 10: The main Siteframe site page after worm propagation
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The worm does not check if a particular user has already been
infected.

For our case study we created a total of five users on a fresh
Siteframe site. Each user performed various activity on the site,
leading to one or more worm propagation steps. The diameter
of the resulting propagation graph was 5. To give a sense of
the effects of worm propagation in this case, a screen shot of
the resulting top-level page of the Siteframe site is shown in
Figure 10. While small in scale, the Siteframe worm experi-
ment has significantly enhanced our trust in the effectiveness
of Spectator. Because the Siteframe worm was modeled after
worms previously released in the wild, we believe that Specta-
tor would have detected those worms.

6 Discussion

This section is organized as follows. Section 6.1 presents dif-
ferent deployment models for Spectator and Section 6.2 ad-
dresses threats to the validity of our approach.

6.1 Deployment Models for Spectator
Spectator works in both small-scale environments with servers
that do not have a lot of activity and also with servers that have
thousands of active users. We envision the following deploy-
ment models.

Server-side Deployment. Server-side deployment is the easi-
est way to protect an existing Web site from JavaScript worms
using Spectator. Deploying the Spectator proxy in front of
the server or servers that the site resides on allows the proxy
to monitor all client-server interaction for that site and detect
worms faster than it would in the case of being deployed else-
where on the network and seeing only a portion of the total
browser-server traffic. This model has the advantage of simpli-
fying worm reporting, since the server is responsible for Spec-
tator proxy maintenance.

Intranet-wide Deployment. Intranet deployment can be used
to protect users within an organization, such as a university or a
small enterprise against worm outbreaks. In many cases, these
environments are already protected by firewalls and the Spec-
tator proxy can be easily integrated within that infrastructure.
Of course, worm detection in this kind of deployment is only
possible if sufficiently many intranet users get infected. How-
ever, in the case of intranet deployment, the same proxy can be
used to prevent worms propagating on a wide variety of sites
without changes to our detection or tagging approaches.

A technical issue with client-side deployment is the use
of SSL connections, which are not handled by the Spectator
proxy. However, SSL sessions are frequently only used for
initial authentication in Web applications and it is easy to set
up one’s browser to redirect requests to the Spectator proxy for
non-SSL connections only. For server-side deployment though,
the proxy can be placed before the SSL connection.

Large-scale Deployment. For large-scale server-side deploy-
ment, we may implement Spectator as part of the site’s load
balancer. Load balancing is a strategy used by most large-scale
services such as MySpace or Live Spaces. When dealing with
multiple proxies, our approach is to distribute different trees

in the forest GA across the different proxy servers. The load
balancer considers the source node of the edge being added to
decide which proxy to redirect the request to. To avoid main-
taining explicit state at the load-balancer, such as a lookup map
that maps the parent tag to the proxy server containing that tree,
our strategy is to assign the tag number after node insertion,
based on which proxy it goes into. For instance, the last 5 bits
of the tag may encode the number of the proxy to pass the re-
quest to. In the case of a node having more than one parent,
we choose between two parents, based on the parent’s depth as
described in Section 3. When a proxy server is full and a new
edge, whose parent resides on that proxy server is inserted, we
migrate the newly inserted node to a different proxy server as a
new tree. However, instead of the initial depth of 1, the depth
of the root node for that tree is computed through our standard
computation strategy.

While this deployment strategy closely matches the setup of
large sites, an added advantage is the fact that we no longer
have to store the entire forest in memory of a single proxy. A
similar distributed strategy may be adopted for intranet-wide
client-side deployment. Distributed deployment has the follow-
ing important benefit: an attacker might try to avoid detection
by flooding Spectator with HTML uploads, leading to memory
exhaustion, and then unleashing a worm. Distributed deploy-
ment prevents this possibility.

6.2 Threats to Validity
The first and foremost concern for us when designing Spectator
was limiting the number of false positives, while not introduc-
ing any false negatives. Recall that we require reliable HTML
input detection and marking (see Property 1 in Section 2.2).
Violations of this required property will foil our attempt to tag
uploaded HTML and track its propagation, resulting in false
negatives. However, Property 1 holds for all worms detected in
the wild so far, as described in our technical report [21], and we
believe that Spectator would have successfully detected them
all. Still, potential for false positives remains, although with-
out long-term studies involving large-scale data collection it is
hard to say whether false positives will actually be reported in
practice. Furthermore, it is possible for a group of benign users
to perform the same activity a worm would run automatically.
With a low detection threshold, the following manual worm-
like activity is likely to be regarded as worm outbreaks.

Chain email in HTML format. As long as forwarding pre-
serves HTML formatting, including Spectator tags, this
activity will be flagged as a worm. Spectator has difficulty
distinguishing this manual process from an automatic one
such as the propagation of the Yamanner worm [4].

A long blog post. Similarly to a piece of chain mail, while a
precise detection algorithm will an not flag an excessively
long blog post as a worm, the approximate algorithm will.

To avoid false positives, site administrators can set the detection
thresholds higher. For instance, 500 is a reasonable detection
threshold for Webmail systems and 1,000 is very conservative
for blogging sites. As always, there is a trade-off between the
possibility of false positives and the promptness of real worm
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detection. However, a worm aware of our detection threshold
may attempt to stop its propagation short of it [23].

7 Related Work

While to the best of our knowledge there has not been a solution
proposed to JavaScript worms, there are several related areas of
security research as described below.

7.1 Worm Detection
Since 2001, Internet worm outbreaks have caused severe dam-
age that affected tens of millions of individuals and hundreds
of thousands of organizations. This prompted much research
on detecting and containing worms. However, most of the
effort thus far has focused on worms that exploit vulnerabili-
ties caused by unsafe programming languages, such as buffer
overruns. Many techniques have been developed, including
honeypots [9, 14, 41], dynamic analysis [7, 28], network traffic
analysis [27, 36, 43], and worm propagation behavior [10, 45].
Our work is primarily related to research in the latter category.
Xiong [45] proposes an attachment chain tracing scheme that
detects email worm propagation by identifying the existence
of transmission chains in the network. The requirement for
monitoring multiple email servers limits the practicality of this
scheme. Spectator, on the other hand, can observe all relevant
traffic if deployed on the serve side.

Ellis et al. [10] propose to detect unknown worms by recog-
nizing uncommon worm-like behavior, including (1) sending
similar data from one machine to the next, (2) tree-like prop-
agation and reconnaissance, and (3) changing a server into a
client. However, it is unclear how the behavioral approach can
be deployed in practice because it is difficult to collect neces-
sary information. We use a very basic worm-like behavior —
long propagation chains — to detect JavaScript worms. Unlike
Internet worms, JavaScript worms usually propagate inside the
same Web domain. Spectator proposes an effective approach to
achieve centralized monitoring, enabling worm detection. Our
approach that only counts unique IP addresses on a propaga-
tion path is similar to looking at the propagation tree breadth in
addition to its depth.

7.2 Server-side XSS Protection
There has been much interest in static and runtime protection
techniques to improve the security posture of Web applications.
Static analysis allows the developer to avoid issues such as
cross-site scripting before the application goes into production.
Runtime analysis allows exploit prevention and recovery. The
WebSSARI project pioneered this line of research [15]. Web-
SSARI uses combined unsound static and dynamic analysis in
the context of analyzing PHP programs. WebSSARI has suc-
cessfully been applied to find many SQL injection and cross-
site scripting vulnerabilities in PHP code. Several projects that
came after WebSSARI improve on the quality of static analy-
sis for PHP [17, 44]. The Griffin project proposes a scalable
and precise sound static and runtime analysis techniques for
finding security vulnerabilities in large Java applications [22,

24]. Based on a vulnerability description, both a static checker
and a runtime instrumentation is generated. Static analysis is
also used to drastically reduce the runtime overhead in most
cases. The runtime system allows vulnerability recovery by
applying user-provided sanitizers on execution paths that lack
them. Several other runtime systems for taint tracking have
been proposed as well, including Haldar et al. for Java [12] and
Pietraszek et al. [31] and Nguyen-Tuong et al. for PHP [29].

7.3 Client-side Vulnerability Prevention
Noxes, a browser-based security extension, is designed to pro-
tect against information leakage from the user’s environment
while requiring minimal user interaction and customization ef-
fort [20]. Information leakage is a frequent side-effect of cross-
site scripting attacks; e.g., the act of sending a cookie to an un-
known URL will be detected and the user will be prompted.
While effective at blocking regular cross-site scripting attacks,
Noxes is generally helpless when it comes to data that is trans-
mitted to a presumably trusted side without user’s knowledge,
such as it would be in the case of a JavaScript worm. In [40],
Vogt et al. propose to prevent XSS on the client side by track-
ing the flow of sensitive information inside the web browser
using dynamic data flow and static analysis. The main issues
with their solution are the number of false alarms and how an
average user can decide if an alarm is false.

8 Conclusions

This paper presents Spectator, the first practical detection and
containment solution for JavaScript worms. The essence of the
Spectator approach is to observe and examine the traffic be-
tween a Web application and its users, looking for worm-like
long propagation chains. We have implemented and evaluated
the Spectator solution on a number of large-scale simulations
and also performed a case study involving a real JavaScript
worm propagating across a social networking site. Our ex-
periments confirm that Spectator is an effective and scalable,
low-overhead worm detection solution.
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