
the server. Currently, we do not handle these actual
screen events in any special way. To do so would require
that we modify the VNC protocol to indicate that the re-
quest is of a special type, and that the server response
would include that type. For example, a �for repair�
�ag could be added to the request and the server could
be modi�ed to replicate this �ag to any screen event it
sends in response. In this paper, we focus on approaches
to speculative remote display that require only client-side
changes to existing systems. As we discuss in Section 6,
we are exploring joint client/server speculative remote
display protocols that enable this and several other opti-
mizations.

4.8 User interface
In any speculative remote display system, the screen is
allowed to become temporarily incorrect. Outside of
having an oracle for a predictor, there is a tradeoff be-
tween the target RTT (Ttarget) goal and the degree of
temporary screen artifacts introduced by bad predictions.

We have repeatedly found that user satisfaction with
any speci�c systems software con�guration or choice of
parameters exhibits high variation, and that this variation
can be exploited [5, 11]. Hence, we believe the tradeoff
in this system should be made on an individual basis.
Other researchers have also considered the effectiveness
of putting the end user in direct control of systems-level
decisions [21].

How do we let the individual user trade off between re-
sponsiveness and noise? In our system, we allow the user
to set Ttarget directly, from 0 to TRT T . The only exten-
sion to the VNC interface, is a simple gradient display
representing the range of choices. The gradient �oats
above the VNC display on the right hand side of the
screen . The display indicates the current choice by a
bar and the current Ttarget number. The user can change
the tradeoff at any time simply by clicking or dragging
on the gradient.

5 User studies

We evaluated VNC/SRD by conducting two user studies.

5.1 Users
We conducted parallel user studies in the CS department
at the University of Victoria (UV) and the EECS depart-
ment at Northwestern University (NU). Our users con-
sisted of six students at UV and seven students at NU,
who were recruited via posters and email. As part of each
study, the user rated his familiarity, on a 1�10 (10=most
familiar) scale, with the OS and applications used in the
study. Each user also rated his familiarity with remote
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Figure 7: Self-ratings of users in studies.

display systems in general, their use in WAN and wire-
less environments, and with VNC speci�cally. This sur-
vey information summarizing the relevant background of
our users is provided in Figure 7.5 Each user contributed
approximately 90 minutes of his time. Users were not
compensated.

5.2 Testbed

Both the UV and NU testbeds consisted of two machines
(client and server) on a private network. At UV, each
machine had an AMD Athlon 64 3500 series processor
running at 2.2 GHz, 2 GB of RAM, and an NVIDIA
8800GTX graphics card running at 1280x1024 with 32
bit color. The monitors were 19 inch LCD displays. At
NU, each machine had a 2.0 GHz Intel P4, 512 MB of
RAM, and a Matrox G550 graphics card at 1600x1200
with 32 bit color driving a 20 inch LCD display. The
user interacted solely with the client machine which ran
Linux (Ubuntu �Gutsy Gibbon� version 7.10) and our
VNC/SRD client. On the client machine, we used the
netem extension of the iproute2 networking implementa-
tion in the Linux 2.6 kernel to allow controlled network
conditions. The server machine ran Windows XP SP2
and an unmodi�ed Real VNC server. Microsoft Of�ce

5The speci�c survey instruments and protocol documents for the
studies are available from http://virtuoso.cs.northwestern.edu/vnc-srd-
study.
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SRD configuration for User Studies

Cache size limit 100 MB

Markov state size limit 2000 states

Markov order k 2

Maximum number of predictions 64

α 0.001

β 0.5

Initial Ttarget 1/2 the actual RTT

Figure 8: Configuration settings for SRD client in User

Studies.

Latency values for User Studies

50ms Regional connections

100ms National connections

300ms International connections

10 ms with 10% loss Bad wireless connection

Figure 9: Network scenarios.

2003 was installed on the server machine, as was Firefox

2.0.

Each user was presented with VNC/SRD running in

full-screen, 24 bit mode, which, for the applications in

our studies, is visually indistinguishable from using Win-

dows XP natively. Superimposed at the lower right of

the display was small grayscale slider described in Sec-

tion 4.8. During the studies they were instructed to ma-

nipulate the slider as needed to make the system com-

fortable for them.

5.3 Parameters and scenarios

Figure 8 shows the parameters used to configure

VNC/SRD in our studies. The cache size was set to 100

MB and the predictor limit was set to 2000 states. k was

chosen based on the predictability study of Section 3,

while α and β were chosen based on author experience

with the system. Although it would be ideal to study the

sensitivity of the choices for k, α, β and the memory

limits of the cache and model, it’s important to note that

each individual data point in our work represents about

two hours of proctor time.

In our studies, we consider four different network-

ing scenarios, as illustrated in Figure 9. Three of these

scenarios represent increasing network latencies, while

the fourth represents a wireless scenario with moderate

loss. Note that as VNC communicates with TCP, the high

loss rate scenario also represents one where the effective

bandwidth is low.

5.4 Study design

A user in each of our studies performed the following

tasks:
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Figure 10: Results from acclimatization questionnaire in

studies.

• Introduction (As long as needed). The user read a

standardized one page description of the study, and

description of the user interface.

• Self-rating (5 minutes). The user filled out a short survey

rating familiarity with various software, and with remote

desktop systems and VNC. (Figure 7 gives the results)

• Acclimatization (15 minutes). The user used the remote

computer, particularly the three test applications, and

became familiar with the VNC/SRD user interface. No

network emulation was run at this point. The user then

filled out a survey comparing the responsiveness of the

computer to his most familiar one, his comfort with

using the applications on the computer, and to what

extent he understood the grayscale slider and its effects.

This information is summarized in Figure 10.

• Word processing with Microsoft Word 2003. The user

spent 15 minutes recreating a supplied document. Three

network scenarios (R1,R2,R3) were chosen at random

form among those in Figure 9 and given in a random

order:

• R1: The prediction model was cleared, the user

interacted with the system for 5 minutes, and then

answered three questions, given later.

• R2: Same as R1, but with a different network

scenario.

• R3: Same as R1, but with a different network

scenario.

• Presentation creation with Microsoft Powerpoint 2003.

The user spent 15 minutes recreating a supplied
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document with considerable drawing required. The same

scenarios, questions, etc, as with Word were used.

• Web browsing using Firefox 2.0. For 15 minutes, the

user visited a news web site (cnn.com), read an article,

and then conducted web searches using Google on its

topic in another window. The same scenarios, questions,

etc, as with Word were used.

Notice that we evaluated only three of the four network

scenarios with each individual user.

The original documents for the Word and Powerpoint

tasks were supplied by us and were the same for all users.

Word and Powerpoint ran in full screen mode. The users

were not required to finish duplicating the document,

only to get as far as they were comfortably able. For

the web browsing task, the article and search windows

were tiled side by side on the screen.

After each scenario-application pair, the user was

asked to answer each of the following:

• Rate the statement “I was able to find a setting on the

scale that was comfortable.” (1 (Strongly Disagree) to 10

(Strongly Agree) (5=Neither))

• At the most comfortable setting I could find, the

computer’s responsiveness was (1 (Very bad) to 10 (Very

Good) (5=Neither)).

• At the most comfortable setting I could find, the display

errors were (1 (Unacceptable) to 10 (Unnoticeable)

(5=Acceptable)).

5.5 Results

Figure 11 summarizes user responses to the three state-

ments given in the preceding section. Figures 11(a)-(c)

give the results for UV, while Figures 11(d)-(f) give the

results for NU. The results are shown using Box plots

where the whiskers correspond to minimum and maxi-

mum. The results shown in each individual figure are

grouped first by the network scenario (which are ar-

ranged roughly in order of increasing latency) and sec-

ond by the application. For example, Figure 11(a) sum-

marizes UV user responses to “I was able to find a set-

ting on the scale that was comfortable” (1 (Strongly Dis-

agree) to 10 (Strongly Agree) (5=Neither)). The first

three ranges in the graph correspond to user responses

for the Word, Powerpoint, and Browsing tasks, all at 50

ms latency. The next three ranges are the same applica-

tions at 100 ms, and so on.

The data indicates that the majority of users tend to

view the display artifacts as acceptable (Figures 11(c)

and (f)). User perception of responsiveness, however, is

highly variable (Figure 11(b) and (e)). For most scenario

and application combinations, the majority of users reg-

istered agreement that to some extent that they were able

to find comfortable settings.

5.6 Caveats

The primary issue with our studies, beyond their scale,

is that there were not many instances where predictions

were made, and thus the probability of prediction errors

and screen artifacts was reduced. This is due to two

factors. First, as we noted in Section 3.2, VNC screen

event traffic exhibits only a small amount of predictabil-

ity, much less than RDP screen event traffic. Second,

our study design avoids ordering effects by, in part, cre-

ating a new model on each network/app scenario. How-

ever, this means that there are not as many past events

on which predictions can be based, reducing the rate of

predictions.

The users at NU were more familiar with remote dis-

play systems, and VNC in particular, than those at UV

(Figure 7). The UV users generally found VNC/SRD’s

responsiveness to be closer to the computer they were

most familiar with than did the NU users (Figure 10).

This is likely due to the performance difference between

the testbeds.

6 Design alternatives

We have so far described a design for a client-based

speculative remote display system that allows a user to

choose a desired message latency. As we described ear-

lier, we use a Markov model-based predictor to generate

predictions from repeated event sequences. However we

note that there are many possible alternatives for incor-

porating event prediction into a display client.

Improving the client-based approach The most

straightforward design alternative is to choose a different

predictive model. VNC/SRD is designed in such a way

that it is straightforward to integrate other online predic-

tors. One approach would be to separately predict event

types and parameters. For example, coordinates might be

more readily, and cheaply, predicted using linear time se-

ries models. In separating types and parameters, it is not

clear what the definition of an incorrect prediction would

be. For instance, if an event’s action was correctly pre-

dicted but its location was wrong, error correction could

entail refetching all of the affected areas, or the predicted

action could simply be moved to the correct location.

Another design option is further pre- and post-

processing of event data. For example, currently, event

locations are absolute coordinates, so two events are con-

sidered different if their locations differ by a single pixel,

even if their actions are identical. Using differencing

would be one method of handling this discrepancy.

There are also many alternatives in regards to the pre-

diction application policy. Our current design tracks the
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Figure 11: User study response analysis for survey questions described in Section 5.4

event arrival times but does not use them in the predic-

tor or the policy decisions. A design that incorporated

this information could use the Markov model to predict

specific events and then use an estimator of some kind

to determine at what time it should apply each of the

predicted events. Such a scenario would allow a user to

specify more precisely how far into the future they want

the system to predict.

Currently our system uses a very simplistic mecha-

nism for error recovery that involves retransmitting all

the regions that were changed before an error was de-

tected. We already mentioned that a simple undo-log

to handle rollback would further improve performance,

however there are other aspects of this problem to con-

sider. We currently measure the user’s tolerance of er-

rors to control the aggressiveness of our prediction pol-

icy. However, this measurement could also be used to

control an error correction policy. For instance, we could

determine the error threshold that a user is willing to tol-

erate and enter error correction only when this threshold

is exceeded. We could also selectively correct errors in-

stead of correcting everything at once. For instance we

could prioritize errors based on the number of pixels and

the screen location.

Exploiting semantically richer protocols As we dis-

cussed in Section 3, the screen event predictability of the

semantically richer RDP protocol is much higher than

that of the simple VNC protocol, although the rate of

events in RDP is also much higher. This raises the pos-

sibility that speculative remote display is more suitable

for semantically richer protocols, be they RDP or X11.

If it is the case that semantically richer protocols bene-

fit more, perhaps very high-level interactions, such as in

AJAX web applications, are suitable for speculation.

Server-side cooperation and protocol extensions

With server-side cooperation, and necessary protocol ex-

tensions, a speculative remote display system could re-

duce the bandwidth demands of a remote display archi-

tecture. In such a system the client would make and

apply predictions and send back the event signatures to

the server. Upon receiving the predicted signatures the

server could determine the correctness of the prediction

and send either a revocation containing the signature or a

full correction to the client. This would allow the server

to avoid sending screen updates at all when a correct pre-

diction was made, and would also allow the system to

quickly detect and correct errors.

7 Conclusions

This paper introduced the idea of client-based specu-

lative remote display, in which the client predicts and

speculatively executes screen update events in order to

ameliorate the high latencies and high loss rates seen on

wide area and wireless networks, respectively. To eval-

uate the concept, we studied the predictability of Win-

dows Remote Desktop (RDP) and VNC traffic, finding

predictability in both, although much more in RDP than

VNC. We developed a prototype speculative remote dis-

play client for VNC. VNC/SRD works without server
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or protocol modifications, and gives the user an inter-

face through which he can adjust the tradeoff between

the aggressiveness of predictions (and thus effective re-

duction in latency) and the incidence of display artifacts.

Two user studies were conducted to measure the usabil-

ity of the system. The predictability studies, analysis of

VNC/SRD’s design, and the usability studies, argue for

the feasibility of the speculative remote display concept,

but raise a range of new questions regarding the structure

of a speculative remote display system and protocol that

we plan to address in the future.
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