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Figure 4: Cumulative system bandwidth for co-location factors
of 0, 10, 15 and 20. “All peers online” is the point in time where
all 60 peers are running and downloading �les.

a while, all clients end up caching all �les, at which time
we stop the experiment.

The network topology consists of six 10 Mbps cam-
pus LANs connected to a core 40 Mbps LAN of routers
with 100 ms roundtrip between themselves. Each cam-
pus LAN is connected to a router via a 3 Mbps, 20 ms
RTT link.

We plotted the aggregate bandwidth delivered by the
system to all its users as a time line. For this, we mea-
sured the total size of �les downloaded by all users in
every 10-second interval. We expect that initially down-
loads are slow, but as popular �les are cached widely,
subsequent downloads are more likely to be satis�ed
from a peer within the same campus, driving up the ag-
gregate bandwidth due to the higher speed links. How-
ever, due to the fetch-once behavior of clients, as more
�les are downloaded by all users, downloads become less
frequent, driving down the aggregate bandwidth.

We ran the experiment in four con�gurations. First,
we emulated the topology on just physical nodes to es-
tablish a base line. We then repeated the experiment us-
ing virtual nodes with co-location factors of 10, 15 and
20 virtual nodes per physical node. Figure 4 shows the
results. The base line (pack-00) shows the expected be-
havior, aggregate bandwidth increasing to a peak and
then tapering off. At a co-location factor of 10, one
campus LAN mapped per physical node, the behavior
is indistinguishable for the base line. However, as we in-
crease the co-location to 15 and 20, since peers have to
supply �les over the faster LAN links, the load on the
local disk rises. This is the reason for the reduced peak
bandwidth and its shift to the right, causing the curve to
be �attened.

While this example shows that we can achieve an order
of magnitude scaling improvement with an IO intensive

application on low-end PCs, it also illustrates the utility
of feedback data for driving virtual node multiplexing.
In this example, some node disks hit 100% busy in both
the pack-15 and pack-20 cases, an event easily detected
by application-independent metrics. However, the user
might also decide that the results from pack-15 were ac-
ceptable, but those in pack-20 were not. In this case they
might construct a custom metric saying that remapping
is only necessary if the disk were saturated for three con-
secutive measurements.

7.2 Application Transparency

Correctly achieved transparency is dif�cult to rigorously
demonstrate; only failures of transparency are obvious.
Our most compelling evidence is that experimenters have
run thousands of diverse virtual node experiments, yet
generated only a handful of requests for “missing fea-
tures” such as support for multicast routing and IPFW
�rewall rules. We did perform one empirical stress test,
running a routing daemon in a complex virtual network
topology. By causing a series of link failures within
the topology, we veri�ed that the routing daemons were
functioning as expected. In that test, we ran unmodi�ed
gated routing daemons on all nodes in a 416 vnode hier-
archical topology on 22 PCs and automatically generated
OSPF con�guration scripts. Once we veri�ed the con-
nectivity between some leaf nodes across the diameter
of the topology, we caused a link failure in the interior
to see how OSPF would route around the failure. Be-
fore the failure, a route between two leaf nodes was sym-
metric with 11 hops. We found a 5 second downtime in
one direction and 9 seconds in the reverse direction, after
which alternate 12 hop paths were established. The for-
ward and reverse paths were different in one hop. When
we removed the link failure, it took 22 and 28 seconds
respectively for the route paths to be restored. Finally,
we rebooted two interior nodes in the topology.gated
restored all the routes in a little over a minute.

7.3 Adaptation Results

We evaluated our feedback system in three scenarios: a
Java-based web server and clients, the BitTorrent peer-
to-peer �le distribution system, and the Darwin Stream-
ing Server [2].

We �rst ran a Java-based web server on one host with
69 clients continually downloading a 64 KB �le. The
clients were separated into three different types based on
their link characteristics. Nine clients were evenly spread
across three links on a single router using 2 Mb LANs
to emulate cable modem clients. Forty clients were di-
rectly connected to a single router using 2 Mb multi-
plexed links to emulate DSL modems. Finally, 20 clients
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Metric 2 Mb 2 Mb 56 Kb

LAN Link Link

74 vnodes on 74 physical nodes

Avg. Transaction Rate 1.19 2.29 0.09

Avg. Response Time (s) 0.84 0.43 10.67

Packed onto 7 phys. nodes after first iteration

Avg. Transaction Rate 1.10 1.85 0.09

Avg. Response Time (s) 0.91 0.53 10.77

Packed onto 7 phys. nodes after second iterations

Avg. Transaction Rate 1.19 2.29 0.09

Avg. Response Time (s) 0.84 0.43 10.70

Table 1: Performance of clients continually downloading a

64 KB file in different vnode mappings.

were directly connected to a single router using 56 Kb

multiplexed links, to emulate phone modem clients. The

feedback loop required three iterations to reach accept-

able application fidelity; the results are shown in Table 1.

The first iteration is a one-to-one mapping that allows

the system to get a clean set of feedback data. The sec-

ond iteration packed the 74 vnodes onto 7 physical nodes

and resulted in a drop in performance because the CPU

intensive server node was co-located with several client

nodes. The final iteration amplifies the feedback data

(i.e., increases the CPU and memory requirements) by

20%, which is enough to isolate the server and return the

application metrics to their original one-to-one values,

without allocating any more physical nodes. It should be

noted that the bad mapping found in the second iteration

could have been avoided with higher precision monitor-

ing. However, in our context a bad initial remapping is a

benefit because it denotes the lower bound on the num-

ber of required nodes and we always wish to minimize

the number of physical nodes required for a topology.

To demonstrate scaling a real application to large

topologies that cannot fit in a one-to-one mapping, we

ran the BitTorrent p2p file distribution program on a 310-

node network packed onto 74 physical nodes. The topol-

ogy consisted of 300 clients communicating over 2 Mb

LANs or links, a single “seed” node with a 100 Mb link,

and nine routers that formed the core. To bootstrap the

mapping we used feedback data from a smaller topology

for the clients, since their resource usage was dependent

on the link constraints and not the number of clients in

the system. However, the resource use of the seed node

and routers is tied to the size of the network, so they were

left one-to-one. In total, it took 19 minutes to instantiate

the topology: seven minutes for assign to map the vir-

tual topology onto the physical topology and twelve min-

utes to load disks onto the machines, reboot, and setup

the individual virtual nodes. This should be compara-

ble to the length of time it would take to setup the same

Mapping Video gap (ms) Audio gap (ms)

Min Max Min Max

One to one 0.93 90.99 48.23 210.96

Phys. Link Shared 0.04 470.3 0.07 531.27

Phys. Link Unshared 0.54 91.99 30.88 232.10

Table 2: Interpacket gap of clients receiving a 100 Kbps video

and audio stream in different configurations where the physical

link is shared and not shared. The values are the median of five

runs.

topology on physical machines (if Emulab had sufficient

nodes). On physical nodes, the assign time would be

less, but the time to setup switch VLANs would exceed

the time required to setup virtual links.

The adaptation mechanism can also accommodate ap-

plications that have throughput constraints as well as tim-

ing sensitivity. We tested the Darwin Streaming Server

sending a 100 Kbps video and audio feed to 20 clients.

When packed densely to 2 physical nodes, the inter-

packet gap variance is high, but if we set the estimated

bandwidth for the client links to 100 Mb, sparser virtual

to physical link mapping results. This in turn forces vir-

tual nodes to relocate onto other physical nodes, raising

the total number physical nodes to 6 (see Table 2). The

oversubscription of network bandwidth thus clears a path

for time sensitive packets.

8 Related Work

The ModelNet network emulator [26] achieves ex-

tremely large scale by foregoing flexibility and option-

ally abstracting away detail in the interior of a network

topology. Edge hosts run the user’s applications on

generic OSes, using IP aliasing and a socket interposition

library to give a weak notion of virtual machine, called

a VN. The VNs route their traffic through one or more

physical “core” machines that emulate the link charac-

teristics of the interior topology. ModelNet has emulated

topologies in excess of 10,000 links. However, it can-

not emulate arbitrary computation in the core of a topol-

ogy, which excludes simple applications like traceroute

as well as more complex services like user-configurable

dynamic routing, unless support for each feature is hard-

wired in (as has been done for DSR) [25].

Compared to Emulab, ModelNet is less transparent to

applications and it is harder to provide performance mon-

itoring, because it currently uses only a very weak no-

tion of virtual machine. For example, it does not virtu-

alize filesystem namespace, VNs cannot be multihomed,

and it provides no network bandwidth isolation between

VNs on the same physical host. ModelNet and the new

Emulab are clearly complementary—ModelNet is per-

fect for generic network interiors, while the new Emulab
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is strong in other ways.

Building on ModelNet and the Xen [3] virtual machine

monitor, DieCast [11] uses time dilation to run large vir-

tual experiments. In DieCast, time is “slowed down” in-

side of the virtual machines by an amount equal to the

multiplexing factor, resulting in an experiment that takes

much longer to execute, but which provides the illusion

that the full capacity of the host CPU, network band-

width, and other “time-scalable” resources are available

to each virtual node. As a result of this time dilation,

each DieCast virtual node has more of these resources

available to it than ours do, but the overall efficiency of

the testing facility is not improved. Thus, our virtual

nodes are more appropriate for a shared facility. DieCast

represents an alternative approach to scale up experimen-

tation resources, bringing with it a different set of chal-

lenges to solve.

The Virtual Internet architecture [24] is a partially im-

plemented model targeted to deploying virtual IP net-

works as overlay networks on the live Internet. The VI

work identified most of the issues with link virtualiza-

tion at the IP layer that we encountered at the Ether-

net level. It focuses on correct implementation of vir-

tual links when nodes can simultaneously participate in

multiple topologies (concurrence), as multiple nodes in

a single topology (revisitation) and when nodes in a vir-

tual topology can themselves act as base nodes for other

topologies (recursion). It does not virtualize other node

resources.

Virtual machines have a long history, but we discuss

only a few recent examples that have been used specif-

ically to implement network emulation environments.

This related work generally concentrates on node and/or

network virtualization, but we provide a complete sys-

tem including experimenter control, automated resource

assignment and feedback directed virtualization.

IMUNES [32] is an integrated network emulation en-

vironment using FreeBSD jail-based virtual nodes and

the “vimage” virtual network infrastructure work [30,

31] (which is now part of FreeBSD-CURRENT, but was

not available when we started). Rather than virtualize

pieces of the network stack, the authors virtualize the en-

tire stack and associate an instance with each jail. While

conceptually cleaner, the complete duplication of all net-

work resources raises issues of kernel memory fragmen-

tation. Their implementation provides some basic con-

trol over CPU usage that ours currently does not. Al-

though IMUNES topologies can span multiple physical

machines, they do not have the automation support to

layout and control such topologies.

The node virtualization facility added to the Network

Emulation Testbed (NET) [16] provides a lightweight

virtual node mechanism in Linux based on virtual rout-

ing tables and custom Linux modifications. Their en-

vironment provides wireless as well as wired network

emulation. The NET virtual networking implementation

is analogous to ours, with their “vnmux” virtual inter-

face and bridge taking the place of our “veth” device and

the “NETshaper” replacing our Dummynet usage. Some

degree of application transparency is achieved by using

chvrf, a Linux chroot-like utility, to separate process and

network name spaces. The NET work is highly comple-

mentary to ours in that it provides a Linux virtual node

implementation as well as wireless network emulation

that could be integrated with Emulab.

PlanetLab [20] is a geographically distributed network

testbed, with machines time-shared among mutually un-

trusting users. PlanetLab uses Linux vservers [14] en-

hanced with a custom kernel module that provides en-

hanced resource isolation, including CPU and network

bandwidth. Node virtualization is constrained by the fact

that the nodes are subject to the restrictions of the site

at which they reside. For example, since they cannot as-

sume more than a single routable IP address is available

per node, IP name space is not virtualized.

VINI [4] is a virtual network infrastructure designed to

allow multiple, simultaneous experiments with arbitrary

network topologies to run on a “real” shared physical net-

work infrastructure. Specifically, PL-VINI is an imple-

mentation of VINI on PlanetLab nodes. It builds on top

of PlanetLab vservers, adding virtual routers connected

by virtual point-to-point links along with the ability to di-

rect real Internet traffic through the resulting virtual net-

work. The absolute performance of PL-VINI was poor

due to the need to implement forwarding infrastructure

in user mode on the PlanetLab Linux kernel. It also of-

fers only rudimentary traffic shaping and topology setup

mechanisms.

A new implementation of VINI called Trellis [5] im-

proves the performance and capabilities of PL-VINI by

moving the virtual networking into the Linux kernel, en-

abling faster packet forwarding and traffic shaping via

standard Linux tools. We are currently collaborating

with the VINI developers to bring VINI nodes under Em-

ulab control, enabling the full power of Emulab’s exper-

iment creation and control infrastructure.

Auto adaptation, using an automated iterative pro-

cess to best match a workload to available resources, is

also not a new idea. One example is Hippodrome [1], a

tool for optimizing storage system configurations. Hip-

podrome uses storage-relevant metrics (e.g., IOs/sec) to

analyze a target workload. It feeds that information into

a “solver” which uses modeling to find a good candi-

date storage architecture, then reconfigures the underly-

ing storage subsystem accordingly. This process is re-

peated until a configuration is found that satisfies the

workload’s IO requirements.

Compared with our work, Hippodrome is focused on
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a much narrower set of resources. They are concen-

trated on IO bandwidth where we must consider a work-

load’s CPU, memory and network resource requirements

as well as storage requirements. As a result, they can use

more sophisticated and specialized analysis and design

tools (e.g., storage system models), allowing quicker

convergence on a suitable resource configuration.

9 Discussion and Conclusion

Our resource allocation and monitoring techniques do

not assure the timeliness of events. In general, assured

timeliness is expensive to provide, requiring real-time

scheduling of CPU and links. However, we do provide

two ways to address the issue, with another planned.

First, the user’s application-specific metrics, if they can

be gathered on unmultiplexed nodes, serve as a safety

mechanism to catch arbitrary performance infidelities.

Second, the user can specify a shorter time period (the

default is 1 second) over which the monitoring daemon

will average, as it looks for overload. Finally, we may

add a kernel mechanism that will detect if any resource

use over very fine time scales, e.g., 1–10 msecs, has ex-

ceeded a user-settable threshold. Given this mechanism

and typical Internet latencies, users can be quite confi-

dent that timing effects regarding network I/O have not

affected their experiments.

Evaluation of packet timeliness and CPU schedul-

ing effects remain to be done, but by offering the user

application-level metrics directing adaptation, that is not

essential. Exhaustive validation of the link emulation

fidelity should be done, similar to the inter-packet ar-

rival and time-variance analysis we do for mixed sim-

ulated/emulated resources [13]. Another issue is that our

default mode of encapsulation decreases the MTU by

a few bytes, which could affect some applications. In

this case we support two other techniques that require

no loss of MTU size: the virtual network devices can be

configured to use fake MAC addresses in place of en-

capsulation, or to use 802.1Q VLAN tagging. We may

add well-known OS resource isolation mechanisms such

as proportional-share scheduling and resource contain-

ers. In a completely different but important area, some

aspects of Emulab’s Web-based user interface, such as

its Graphviz-based topology visualization, are inconve-

nient to use on thousands of nodes. In response we have

built on Munzner’s hyperbolic three-dimensional graph

explorer library[18] to provide an interactive “fish-eye”

visualizer for Emulab, though have not yet put it into

production use. Finally, our node support is limited to

FreeBSD, yet many want Linux or Windows. When

the Trellis work is mature we plan to adopt that to ob-

tain equivalent support for Linux. We currently have

Xen partially supported in Emulab, and are exploring

VMware [27].

In conclusion, we have identified, designed, and im-

plemented the many features necessary to support prac-

tical scalable network experimentation, and deployed

them in a production system. We have shown that, by

relaxing the constraints of conservative resource alloca-

tion, we can significantly increase the scale of topolo-

gies that we can support, or lower the required physical

resources, with minimal loss of fidelity. In the future

we will gather experience on how experimenters use the

feedback and adaptation system, and evolve our system

accordingly.
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[5] S. Bhatia, M. Motiwala, W. Mühlbauer, V. Valancius, A. Bavier,

N. Feamster, L. Peterson, and J. Rexford. Hosting Virtual Net-

works on Commodity Hardware. Technical Report GT–CS–07–

10, Department of Computer Science, Georgia Tech, Jan. 2008.

[6] L. Breslau, D. Estrin, K. Fall, S. Floyd, J. Heidemann, A. Helmy,

P. Huang, S. McCanne, K. Varadhan, Y. Xu, and H. Yu. Advances

in Network Simulation. 33(5):59–67, May 2000. (An expanded

version is available as USC CSD TR 99-702b.).

[7] C. Dovrolis, P. Ramanathanm, and D. Moore. What Do Packet

Dispersion Techniques Measure? In Proc. of IEEE INFOCOM,

pages 905–914, Anchorage, AK, Apr. 2001.

[8] J. Duerig, R. Ricci, J. Byers, and J. Lepreau. Automatic IP Ad-

dress Assignment on Network Topologies. Flux Technical Note

FTN–2006–02, University of Utah, Feb. 2006. http://www.cs.

utah.edu/flux/papers/ipassign-ftn2006-02.pdf.

[9] K. Fall. Network Emulation in the Vint/NS Simulator. In Proc. of

the 4th IEEE Symp. on Computers and Communications (ISCC),

pages 244–250, Sharm El Sheik, Red Sea, Egypt, July 1999.

USENIX ’08: 2008 USENIX Annual Technical ConferenceUSENIX Association 127



[10] GENI Planning Group. GENI Facility Design. GENI Design

Document GDD–07–44, GENI, Mar. 2007. http://geni.net/GDD/

GDD-07-44.pdf.

[11] D. Gupta, K. V. Vishwanath, and A. Vahdat. DieCast: Testing

Distributed Systems with an Accurate Scale Model. In Proc. of

NSDI, pages 407–421, San Francisco, CA, Apr. 2008.

[12] S. Guruprasad. Issues in Integrated Network Experimenta-

tion using Simulation and Emulation. Master’s thesis, Univer-

sity of Utah, Aug. 2005. http://www.cs.utah.edu/flux/papers/

guruprasad-thesis-base.html.

[13] S. Guruprasad, R. Ricci, and J. Lepreau. Integrated Network Ex-

perimentation using Simulation and Emulation. In Proc. of the

First Intl. Conf. on Testbeds and Research Infrastructures for the

Development of Networks and Communities (Tridentcom), pages

204–212, Trento, Italy, Feb. 2005.

[14] Linux-VServer Project. http://www.linux-vserver.org/.

[15] P. Mahadevan, C. Hubble, D. Krioukov, B. Huffaker, and A. Vah-

dat. Orbis: Rescaling Degree Correlations to Generate Annotated

Internet Topologies. In Proc. of SIGCOMM, pages 325–336, Ky-

oto, Japan, Aug. 2007.

[16] S. Maier, D. Herrscher, and K. Rothermel. On Node Virtualiza-

tion for Scalable Network Emulation. In Proc. of the 2005 Intl.

Symp. on Performance Evaluation of Computer and Telecommu-

nication Systems (SPECTS), pages 917–928, Philadelphia, PA,

July 2005.

[17] METIS Familiy of Multilevel Partitioning Algorithms Web Page.

http://www-users.cs.umn.edu/∼karypis/metis/.

[18] T. Munzner. Exploring Large Graphs in 3D Hyperbolic Space.

IEEE Computer Graphics and Applications, 18(4):18–23, 1998.

[19] S. Nanda and T. Chiueh. A Survey on Virtualization Technolo-

gies. Technical Report ECSL–TR–179, SUNY at Stony Brook,

Feb. 2005.

[20] L. Peterson, T. Anderson, D. Culler, and T. Roscoe. A Blueprint

for Introducing Disruptive Technology into the Internet. In Proc.

of HotNets-I, Princeton, NJ, Oct. 2002.

[21] R. Ricci, C. Alfeld, and J. Lepreau. A Solver for the Network

Testbed Mapping Problem. ACM SIGCOMM Computer Commu-

nication Review (CCR), 33(2):65–81, Apr. 2003.

[22] R. Scandariato and F. Risso. Advanced VPN support on FreeBSD

systems. In Proc. of the 2nd European BSD Conf., Amsterdam,

The Netherlands, Nov. 2002.

[23] N. Spring, R. Mahajan, and D. Wetherall. Measuring ISP Topolo-

gies with Rocketfuel. In Proc. of SIGCOMM, pages 133–145,

Pittsburgh, PA, Aug. 2002.

[24] J. D. Touch, Y.-S. Wang, L. Eggert, and G. G. Finn. A Virtual

Internet Architecture. Technical Report ISI–TR–2003–570, In-

formation Sciences Institute, Mar. 2003.

[25] A. Vahdat. Personal communication, May 2004.

[26] A. Vahdat, K. Yocum, K. Walsh, P. Mahadevan, D. Kostić,
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